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China Construction Bank (Asia)

Fraudulent website and APP alert

Hong Kong — February 4, 2025 — China Construction Bank (Asia) (“CCB (Asia)” or
the “Bank”) would like to alert its customers and the general public the following
fraudulent websites and APPs. The Bank would like to declare that it has no
connection with such websites and APPs, and remind all customers and the public to
stay vigilant and not to provide any personal data to such websites and APPs.

Fraudulent websites and APPs:

1. https[:)//prd-dmcu-sg7[.]xylink[.]Jcom/CCBIS/V6/STY4/B5/login_hk[.]jsp

2. https[:)//wspmeeting[.]scai-global[.]Jcom[:]14443/CCBIS/V6/STY4/B5/login_hK[.ljsp

3. https[:}//v2mwkojtvsr2elq932gminwmv63sl6m9i[.]Jmobgslb[.]tbcache[.Jcom/CCBIS/V6/S
TY4/B5/login_hk[.ljsp

4. https[:)//tms-pro-common-third[.]Jdekuncn[.Jcom/CCBIS/V6/STY4/B5/login_hk][.]jsp

5. https]:]//ccb-hk-mo[.]Jen][.]Japtoide[.]Jcom/app

6. http[:])//www[.]Jcaiwan[.Jcom/soft/178901[.]html

7. http[:)//m[.]Jcaiwan[.]Jcom/soft/178901[.]htmi#download?sogou[.]Jcom

8. https[:}//www][.]184hh[.]Jcom/az/123197[.]htmi#yyxz

9. https[:]}//m[.]84hh[.]Jcom/az/123197[.]htmlI

10. https|:]//stockslink[.]Jen[.]aptoide[.]Jcom/app

11. http[:}//www([.]xz7[.]Jcom/downinfo/227018[.]html

12. http[:]J//m[.]xz7[.Jcom/downinfo/227018[.]html

13. https[:)//www][.]cr173[.Jcom/soft/1022058[.]html

14. https[:)//m[.]Jcr173[.Jcom/x/1022058

15. https[:)//www[.]Jqutuijian[.]Jcom/apps/6448[.]htmI

16. https[:]//www[.]Jddooo[.]Jcom/softdown/237499][.]htm

17. https[:]//m[.]Jddooo[.]Jcom/softdown/237499[.]1htm

18. http[:}//www[.]qtsyw[.]Jcom/XiaZai/80358[.]html

19. http[:}//m[.]Jgtsyw[.]Jcom/XiaZai/80358[.]htmI

20. https[:}//www[.]18jie[.]Jcom/app/29736[.]html

21. https[:)//m[.]18jie[.]Jcom/app/29736[.]htmI

22. https|[:)//m[.]Jdownsu[.]Jcom/app/49155[.]htmi

23. https[:]//www[.]Jcr173[.Jcom/soft/823405[.]html

24 https[:}//m[.]er173[.Jcom/x/823405

25. https[:}//www[.]Jvkxiazai[.]Jcom/app/11739[.]html

26. https|[:]}//m[.Jvkxiazai[.Jcom/app/11739[.]htmI

27. https[:}//www[.]Jdownq[.]Jcom/apps/24491[.]html
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28. https[:)//m[.]Jdownq[.]Jcom/apps/24491[.]html

29. https[:)//m[.]Jqutuijian[.Jcom/apps/6448[.]html

30. https[:}//www].]ptxz[.]Jcom/soft/98679[.]htm

31. https[:}//m[.]ptxz[.]Jcom/soft/98679[.]htm

32. http[:)//www][.]danji100[.]Jcom/app/126204[.]html
33. http[:)//m[.]danji100[.Jcom/app/126204[.]html

34. http[:)//www[.]xz7[.]Jcom/downinfo/572726[.]html
35. http[:)//m][.]xz7[.]Jcom/downinfo/572726][.]html

36. https[:}//www][.]32r[.]Jcom/app/130731][.]html

37. https[:}//m[.]32r[.]Jcom/app/130731[.]html

38. https|[:}//www][.]Jdownkuai[.Jcom/android/169478[.]html
39. httpsl[:}//m[.Jdownkuai[.]Jcom/android/169478[.]Jhtml
40. http[:}//www][.]727 3[.]Jcom/down/54353[.]html

41. http[:)//m[.]7273[.]Jcom/down/54353[.]html

42. http[:}//www[.]danji100[.Jcom/app/132915[.]html
43. http[:]}//m[.]Jdanji100[.]Jcom/app/132915[.]html

44. https[:)//www[.]itmop[.]Jcom/downinfo/23724[.]html
45, https[:)//m[.]Jitmop[.]Jcom/downinfo/23724[.]1html
46. https[:)//www[.]itmop[.]Jcom/downinfo/484370[.]html
47. https[:)//m[.]Jitmop[.Jcom/downinfo/484370[.]html
48. http[:}//www[.]367 3[.Jcom/down/7694[.]htm|

49. http[:}//m[.]3673[.]Jcom/down/7694[.]html

50. https[:]J//www[.]3h3[.]Jcom/az/338540][.]html

51. https[:]//m[.]13h3[.]Jcom/az/338540][.]html

The Bank has reported the above case to the Hong Kong Police Force, and will report
to the Hong Kong Monetary Authority. Further action deemed necessary and
appropriate will also be taken to protect the Bank’s reputation and the interests of its
customers and the general public. Anyone who has visited the aforesaid fraudulent
websites and fraudulent APPs, and provided personal information or has conducted
any transactions through such websites and APPs should immediately report to the
Hong Kong Police Force.

Customers are reminded to ensure they are connected to a valid CCB (Asia) site. The
Bank’s Hong Kong domain is https://www.asia.ccb.com. Customers should access
banking services by typing in the website address in the address bar of the browser.
Should customers have any inquiries, please contact our customer service hotline at
+852 2779 5533.
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