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Fraudulent website alert

Hong Kong — March 12, 2025 — China Construction Bank (Asia) (“CCB (Asia)” or the
“Bank”) would like to alert its customers and the general public the following fraudulent
websites and suspicious internet banking login screens (please see below
screenshots). The Bank would like to declare that it has no connection with such
websites, and remind all customers and the public to stay vigilant and not to provide
any personal data to such websites.

Fraudulent websites and suspicious internet banking login screens:
https[:]//carousell-hk].]linetotyo[.]shop/login/336JN817UE416P9898739/
https[:]//carousell-hk[.]bhetq[.]shop/login/375JH417YD416D9870353/
https[:])//carousell-hk][.]cinertoture[.]shop/login/158CM517VP417E1357532/
https[:]//carousell-hk[.]hefutotu[.]shop/login/363JY2171H417S1158175/
https[:])//carousell-hk].]itotoki[.]shop/login/363JY2171H417S1158175/
https[:]//carousell-hk[.]bhetq[.]shop/login/231KR917XY416\W8613873
https[:])//carousell-fps[.]Jconfirm-order[.]today/auth/2618272087?bank=29

The Bank has reported the above case to the Hong Kong Police Force, and will report
to the Hong Kong Monetary Authority. Further action deemed necessary and
appropriate will also be taken to protect the Bank’s reputation and the interests of its
customers and the general public. Anyone who has visited the aforesaid fraudulent
websites and provided personal information or has conducted any transactions
through such websites should immediately report to the Hong Kong Police Force.

Customers are reminded to ensure they are connected to a valid CCB (Asia) site. The
Bank’s Hong Kong domain is https://www.asia.ccb.com. Customers should access
banking services by typing in the website address in the address bar of the browser.
Should customers have any inquiries, please contact our customer service hotline at
+852 2779 5533.
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Below are the screenshots of the fraudulent websites and suspicious internet banking
login screens:

o httpsl[:]//carousell-hK[.]linetotyo[.]shop/login/336JN817UE416P9898739/

2025-03-11 13:22 https://icarousell-hk.linetotyo.shop/login/336JN817UE416P9898739/
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e https[:)//carousell-hk[.]cinertoture[.]shop/login/158CM517VP417E1357532/
2025-03-11 17:31 https://icarousell-hk.cinertoture.shop/login/158CM517VP417E1357532/
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e https[:)//carousell-hk[.]hefutotu[.]shop/login/363JY2171H417S1158175/

2025-03-11 17:01 https://icarousell-hk.hefutotu.shop/login/363JY217I1H417S1158175/
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if you submitted your application for Online Banking and Mobile
Banking Services to any of our branches and have already
received the activation SMS/email, please click "Activate Now” to
activate the Online Banking and Mobile Banking Services.
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Security Tips

« Install ant-virus software and personal firewall to protect you from
Known virus and Trojan Horse attacks

« Avoid using hyperlinks embedded in email or on ofher Web site to
sign in Online Banking.

« Don't provide your credit card or personal detail nformation In any.

https[:]//carousell-hk[.]Jbhetq[.]shop/login/231KR917XY416W8613873
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Mobile Token

Mobile Token is now available in CCB (HK&MO) Mobilk App. You may
download and logon our Mobile Banking for activation, to enjoy safer
and quicker e-Banking experience.

More

Security Tips

« Install anti-vius software and personal firewall to protect you from
Known virus and Trojan Horse attacks.

« Avoid using hyperinks embedded in email or on other Web site to sign

in Online Banking

'Don't provide your credit card or personal detail information in any

‘suspicious web page. The Bank does not require customers to input
the information for ‘extra security” measure.
« More security tips
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¢ https[:]//carousell-fps[.Jconfirm-order[.]today/auth/261827208?bank=29
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