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Important Notice to Customers
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China Construction Bank (Asia)

Beware of Phishing SMS

Recently, it has come to the Bank’s attention that members of the public have
received phishing SMS with sender ID having prefix “#” and embedded hyperlinks
directing the recipients to the fraudulent websites or mobile applications for
providing sensitive personal, banking, and financial information. You should stay
highly vigilant against this phishing attempt and must not disclose sensitive personal
information and internet banking login credentials, transfer money to unknown third
party or access any hyperlink in the SMS under all circumstances, to avoid suffering
financial loss.

The Bank would like to remind you that we will NEVER request sensitive personal
information and banking details in the form of emails, SMS, hyperlinks, QR codes or
attachments on third party websites.

If you receive SMS, emails or text messages in any forms with embedded hyperlinks
requesting you to input sensitive personal or banking details, these communications
should not originate from the Bank.

If you suspect that any SMS, emails or hyperlinks may be fraudulent, refrain from
clicking on them. Instead, you should verify the authenticity of these
communications and assess more online security tips by visiting the Bank's official
website or contacting our Telephone Banking hotline at 2779 5533.
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