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1 Internet Banking Security Tips
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Eindly Reminder

1. You can select up to 5 accounts fo view the account information.
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1.1 What we have done to protect you? /I &{rELRNZ2MB T ? /BRATR
PRI ZREMT HA?

1.1.1 EN

e With the use of 128bit Secure Socket Layer (SSL) encryption, we ensure the security of your
data during transmission.

e Our system will monitor each login attempt. If there are several consecutive login attempts
with incorrect password, the online service will be suspended immediately.

e We will not ask for customers’ account number, password or any personal information via
emails.

e Our web servers are protected by firewall systems to prevent unauthorized access.

e CCB(Asia) Online Enterprise Banking Services provide one-time password (OTP) as one of
your two-factor authentication tools for further verification when you need to conduct high-
risk online transactions.

e You should not leave your Security Device unattended to avoid unauthorized use of such
device by third party to conduct online transaction.
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1.2 What can you do to protect yourself? /R 5] DAL PEREREE 2IE 2 /A/RAT A
fEtt2 R Y H E I ?

1.2.1 Password Protection /2R {5 /B AL {R P

;

1.2.1.1 EN
Password function is the key to your CCB(Asia) Online Enterprise Banking Services. It is important
for you to safeguard your Customer Number, User Name, and Password. Please seriously consider
the following suggestions:
e Destroy the original printed copy of your Password
e Change your initial password when you first access Online Banking Service.
e Change your Password regularly
e Use a combination of numbers, upper and lower case letters for your Password
e Avoid using a number or name that is likely to or can easily be guessed by others, for
example birthday, ID number or telephone numbers
e Avoid to use the same Password for different web service accounts and systems
e Never read out your Password over the phone
e Never disclose your Password to anyone, including staff at CCB
e Never write down or record any Customer Number, User Name, and Password without
disguising it
e Never include/send your Customer Number, User Name, and Password within an email
message
e Ensure that no one is watching you while you key in your Customer Number, User Name,
and Password
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Fraudulent Website /ZEER4ENE /VEDRPALE

1.2.2.1 EN

Fraudsters may send spoof emails pretending to be from China Construction Bank (Asia)
Corporation Limited. Most of these emails appear to come from the true source of the bank.

Recipients of these emails will be requested to input their personal information such as their
username, password, credit card number, etc through these emails.

Fraudsters through these emails may instruct the reader to visit the fraudulent websites via
hyperlinks embedded in these emails and request users to input their personal and account
information.

Please be reminded that the bank will NEVER ask customers to provide confidential data via emails,
so do not respond to any suspicious emails that request for such information or click on an
embedded hyperlink contained therein.

How to prevent?



e Make sure you are connected to the bank's official website at www.asia.ccb.com and/or
m.asia.ccb.com for both desktop and mobile versions respectively before login or keying in
any confidential data

e Do not access the website directly through hyperlinks embedded in e-mails. You should type
www.asia.ccb.com and/or m.asia.cch.com directly on the browser's address bar or access
via a bookmark

e Verify the server certificate of our website (the locked padlock symbol at the bottom right
hand corner of the browser)

e Update your anti-virus software and change your login password regularly
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1.2.3 Spyware /[EZRERAR /[A] TRERIE

1.2.3.1 EN

Spyware is a computer software that monitors what users do with their computer and collects
information of the computer users without the users' knowledge or consent. This software often
comes from unseen components of "free download programs or applications".

The software will transmit the collected information to an unauthorized organization and more
seriously, it can try to record what a user types in order to attempt to intercept passwords or credit
card numbers.

How to prevent?

e Do not use public computers or mobile devices to logon to CCB(Asia) Online Enterprise
Banking Services.

e Do not download any programs or software onto your computer from suspicious sources

e Install anti-virus and/or anti-spyware software programs in your computer and always run
the programs before downloading programs or software or opening emails

e Regularly update your anti-virus and/or anti-spyware software programs and change your
password
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1.2.4 Unauthorized Access /& PFREREHRE /AR 2P 5 0]

1.2.4.1 EN
In order to protect your computer and its contents and to stop unauthorized access to your
computer, you should:
e Install anti-virus and/or anti-spyware software programs, a personal firewall, and security
patches on your computer
e Install and regularly update anti-virus/anti-spyware software programs and security patches
e Run the anti-virus/anti-spyware software programs before downloading programs or
software or opening emails
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1.2.5 Other Preventive Actions /EAtf53& 7 /Ho A B 3735 i

1.2.5.1 EN
Useful Security Tips to help you enjoy CCB(Asia) Online Enterprise Banking Services.:
e Remember to logout after you have completed your online activities
e Do not use sheared computers to access your CCB(Asia) Online Enterprise Banking Services.
e Do not leave your computer and/or mobile unattended when you are accessing your web
service account
e Check the date and time of your last visit to the Company’s official website every time after
you have logged in
e Review the transfer limit for non-registered third party account and lower it if necessary
e Be alert of the SMS notification sent to you after each funds transfer to non-registered
account via Online Banking



Never install uncertain applications provided by any third party

Review regularly and follow security tips published by the authorities, e.g. Hong Kong

Association of Banks, the Consumer Council, the Hong Kong Police Force, the Hong Kong
Monetary Authority, the Securities and Futures Commission or the Information Technology

Services Department, etc.
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2 Public Website Security Tips
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2.1 Password Protection /{FEFA N ZRHE /FRIFFAN D,

EN: http://www.asia.ccb.com/hongkong/personal/online security/password protection.html
TC: http://www.asia.cch.com/hongkong tc/personal/online security/password protection.html
SC: http://www.asia.ccb.com/hongkong sc/personal/online security/password protection.html

2.1.1 Wording on banner

EN TC SC
Take measures to AN YN O TN A AN SR AN TN
secure your passwords PREEZ PRERH

< New Banner image>

2.1.2 EN

Password function is the key to your Online Banking, Mobile Banking and Bank By Phone services. It
is important for you to safeguard your Password and PINs. Please seriously consider the following
suggestions:

How to MAKE your Password safe

<image> e Use a combination of numbers, upper and lower case letters for your
Mobile Banking / Online Banking Password

e Avoid using a number or name that is likely to or can easily be guessed by
others, for example, children's names, pets' names, birthday or telephone
numbers

e Avoid to use the same Password for different web service accounts and
systems

e Change your Password or PINs regularly

How to KEEP your Password safe

<image> e Destroy the original printed copy of your Password or PINs

e Never disclose your Password or PINs or any details of the Password or
PINs to anyone

e Never write down or record any Password or PINs without disguising it

e Never store your password on computers, mobile phones, or placed in
plain sight

How to USE your Password safe

<image> e Ensure that no one is watching you while you key in your Password or
PINs

e Never read out your Password or PINs over the phone

e Never include/send your Password or PINs within an email message



http://www.asia.ccb.com/hongkong/personal/online_security/password_protection.html
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http://www.asia.ccb.com/hongkong_sc/personal/online_security/password_protection.html

2.1.3 TC

NS T B8R T, > TREEY & TEESRAT ) IR iR > N R G

TS R IR

RN » SIS R EL R Z ik

wﬁ&ﬁﬁém%%

<image>

[EF LA ~ RS S METFREHERY T4 ESRTT ) R TIRENER &
5

G BE M A\ REEE )05 TP VB Bl - B TR~ B
¥~ A H HIEEREE RS

G Sy SR AR ARSI P R A S e B — (BN S

TEHH S UGH S

A2 PRI

<image>

SHEEIA LN SRS

PRI GIERCIEES N o1 =3 N S TN A L 2 NG 2 T SR R B
PRSIt e R N s SN N A

Y)7)aCsk s e - TIRECEIRMIE

A0 22 S S5 FH S

<image> o TERIEZE LR A LB [ AL
o VBB AT
o UV e AR B R R

2.1.4 SC

MNEEZEA T BT, - TREiEM ) ke T EIRIRIT ) RS 2R - IR AUV
et R ARIP ISR N RS IR IR LU N 252

mﬁ&%ﬁé%§ﬂ

<image>

{EFH DA ~ KRG S IMEFREH Y T I EARAT  Je TRahEE | &
4

R RV A BB SR T VB > B 1208~
T A H HIERTE S

B S E R EARSS K R R E R — AN &S

TEHH B U RS

I Z e MR FY

<image>

HERENA TN B SHI L

P77 e A Hoth A 325 B8 A ARL N 5 hE R N B WO AT BTt
V17 IS BOC SRR &S
PI7ie s i ~ PSR E




I 22 A b A A B R

<image>

HPRAE A EM AL R RAIE L N AR N
V17 B s S T A
YRS B a2 i R IS A&




2.2 Fraudulent Website /{55 49k /00 & P

EN: http://www.asia.cch.com/hongkong/personal/online security/fraudulent website.html
TC: http://www.asia.cch.com/hongkong tc/personal/online security/fraudulent website.html
SC: http://www.asia.cch.com/hongkong sc/personal/online security/fraudulent website.html

2.2.1 Wording on banner
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Beware of fraudulent website | FE[515 S 49VEAT FebH 00 E WS AT
and emails which may ask for | EEEZEHUATEAR} RS A okt
your information

<New Banner image>

2.2.2 EN

What Fraudsters will do?

Fraudsters may send spoof emails pretending to be from China Construction Bank (Asia)
Corporation Limited. Most of these emails appear to come from the true source of the bank.

Recipients of these emails will be requested to input their personal information such as their
username, password, credit card number, etc through these emails.

Fraudsters through these emails may instruct the reader to visit the fraudulent websites via
hyperlinks/ QR code embedded in these emails and request users to input their personal and
account information.

Please be reminded that the bank will NEVER ask customers to provide confidential data via
emails, so do not respond to any suspicious emails that request for such information or click on
an embedded hyperlink/ QR code contained therein.

How to prevent?

Make sure you are connected to the bank's official website at
www.asia.ccb.com and/or m.asia.ccb.com for both desktop and mobile
versions respectively before login or keying in any confidential data

<email with embed URL; | Do not access the website directly through hyperlinks/ QR code

a mouse courser with embedded in emails, internet search engines or suspicious pop-up
cross> windows. You should type www.asia.ccb.com and/or m.asia.ccb.com
directly on the browser's address bar or access via a bookmark
G China Construc Verify the server certificate of our website (the locked padlock symbol

— at the upper left hand corner of the browser)
& https://onli
< >



http://www.asia.ccb.com/hongkong/personal/online_security/fraudulent_website.html
http://www.asia.ccb.com/hongkong_tc/personal/online_security/fraudulent_website.html
http://www.asia.ccb.com/hongkong_sc/personal/online_security/fraudulent_website.html

Check the certificate information to ensure the certificate is issued to
“online.asia.ccb.com” or “intl.ccb.com” and the certificate is still within
a valid date.

<icon for anti-virus
software >

Update your anti-virus and/or anti-spyware software programs and
change your login password regularly
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2.3.2 EN

What is Spyware?

<icon of spy>

Spyware is a computer software that monitors what users do with their
computer and collects information of the computer users without the users'
knowledge or consent. This software often comes from unseen components of
"free download programs or applications". The software will transmit the
collected information to an unauthorized organization and more seriously, it
can try to record what a user types in order to attempt to intercept passwords
or credit card numbers.

How to prevent?

<icon of
download item
from “?” site>

Do not download any programs or software onto your computer from
suspicious sources, or click on the hyperlinks and attachments from

questionable sources including malicious SMS or MMS messages. Download and
update CCB(Asia) Mobile App with “China Construction (Asia) Corporation
Limited” as the trusted and verified developer at the official application store.

<anti-virus °

software with
update mark>

Install anti-virus and/or anti-spyware software programs in your computer
and always run the programs before downloading programs or software or
opening emails

Regularly update your anti-virus and/or anti-spyware software programs
and change your password

<browser °

update>

Use the latest versions of operating system, applications and browser

<computer login °

screen with many
user head>

Do not use public/ shared computers or mobile devices to logon to Online
Banking and Mobile Banking
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In order to protect your computer and its contents and to stop unauthorized access to your
computer, you should:

<icon of
protector>

Install anti-virus and/or anti-spyware software programs, a personal firewall,
and security updates on your computer and/ or mobile devices

Run the anti-virus and/or anti-spyware software programs before
downloading programs or software or opening emails

Regularly update anti-virus and/or anti-spyware software programs and install
security patches

<icon with
smart face>

Keep your Username and Password confidential at all times

Check the date and time of your last visit to the Bank’s Online Banking website
and Mobile Banking App every time after you have logged in

Remember to logout after you have completed your online activities

Check your accounts from time to time and review alert messages and
statements issued by the Bank in a timely manner

<icon with

mobile phone>

Opt for SMS One-Time password (OTP) verification for accessing Online
Securities Trading Services
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2.5.2 EN

Access Online Banking Services safely

<icon of computer &
mobile phone with
protector>

Avoid accessing Online Banking Services via public/ shared computers,
and mobile devices or public Wi-Fi

Check the date and time of your last visit to the Bank’s Online Banking
website and Mobile Banking App every time after you have logged in
Do not leave your computer and/or mobile unattended when you are
accessing your Online Banking Services

Remember to logout after you have completed your online activities
Review the transfer limit for non-registered third party account and
lower it if necessary

<icon of mobile
phone>

Customer should provide a valid mobile phone and contact number
for notification purpose. If any of these numbers is changed, please
notify the Bank timely

Never install uncertain applications provided by any third party

Be aware of message from Bank

<icon of SMS>

Be alert of the SMS notification sent to you after each funds transfer
to non-registered account via Online Banking

If you have any suspicion or receive One-Time Password through SMS
more than once, please contact us immediately

Be alert of the messages the Bank sent to you and verify your
transaction records

Not to forward SMS One Time Password sent by the Bank to other
mobile phone number

If you suspect anyone else has accessed your web service or you have
found any suspicious transactions, please call our Bank By Phone at
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277 95533 or Credit Card 24-Hour Customer Service Hotline at 317
95533

Other related information

e Tolearn more about the e-leaflet of "Major Safety Tips on Using Internet Banking Services"
published by Hong Kong Monetary Authority, please click here.

e Tolearn more about the publications published by The Hong Kong Association of Banks, please
click here.

Peace of Mind Guarantee

Customers of Online Banking Service are fully protected against any third party fraud. You will not
suffer any loss if money is withdrawn from your account without your authorization, provided that
you have not acted with gross negligence or fraudulently. Any unauthorized transactions must be
reported to the Bank within 90 days. Please refer to the Terms and Conditions for Electronic
Banking Services.

Ensuring maximum online banking security is a joint effort and your cooperation is equally
important. Please ensure that you observe the following precautionary measures so you can
benefit from our online security service to its fullest.
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2.6.2 EN

Secure access to your Mobile Banking

<icon of mobile
with protector>

Customer should provide a valid mobile phone and contact number for
notification purpose. If any of these numbers is changed, please notify the
Bank timely.

Avoid sharing of your mobile phone with others. If sharing is unavoidable,
remember to set restrictions on your mobile phone.

Do not access Mobile Banking; disclose or enter any personal information
(including Username and Password), if someone else nearby can read the
screen of your mobile phone.

Always lock your mobile phone by password or pattern when it is not in
use.

Closing the browser does not equivalent to logging out of Mobile Banking
successfully. Click on the “Logout” button and follow the log out
procedures to protect your account information.

Regularly remove all caches and browsing history stored in your mobile
phone.

Safe usage of Touch Logon Service

Store only your own fingerprints on your mobile device so as to safeguard
your account information and your personal details in your device.

When you change to a new mobile device, deactivate the Touch Logon
Service on your old mobile device before you activate the Service on your
new device.

If your mobile device with the Touch Logon Service activated is lost or
stolen, please contact us immediately to suspend the Online Banking
Services in order to prevent unauthorized access.

If you suspect the fingerprints in your mobile device are changed, you are
advised to deactivate your Touch Logon Service and reset the fingerprint
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authentication setting of your mobile device.

Avoid activating the Touch Logon Service on jailbroken or rooted mobile
devices as there may be security loopholes and it is less secure.

If your fingerprint settings in your mobile device have been changed (e.g.
add or delete fingerprints), you have to reactivate Touch Logon Service
with Online Banking username and password.

Do not disclose the Online Banking username and password to anyone.
Keep your mobile device properly and lock it with relatively complicated
passcode.

Protect your Mobile system

<android & iOS
icon with
protector>

Do not hack (or 'jailbreak' or 'root') your mobile device as this can make it
open to infection from a virus or spyware.

Disable any wireless network functions (e.g. Wi-Fi, Bluetooth, NFC) not in
use. Choose encrypted networks when using Wi-Fi and remove any
unnecessary Wi-Fi connection settings.

<play store & app
store with
protector>

Download mobile applications from reputable sources only, e.g. Apple App
Store, Google Play and the Bank's website.

Install security software where available.

Download and install the latest system updates as soon as they become
available. These include important security updates that help keep your
device and data protected.

Examine carefully any app installation request before accepting it to make
sure it’s legitimate.

Read permission requests carefully when installing any apps. Be wary of
apps that ask for permissions that seem unusual or unnecessary or that
use large amounts of data or battery life.

Other related information

e To learn more about the e-leaflet of "Major tips on protection of your computers and mobile
phones" published by Hong Kong Monetary Authority, please click here.

e Tolearn more about the publications published by The Hong Kong Association of Banks, please

click here.
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2.7.2 EN
Keep your card safe

<Card with e Sign on the signature panel at the back of your bank card immediately with a

lock> permanent ink pen upon receipt of your bank card and keep the card in a secure
place. Contact the Bank immediately if you lose your bank card/PIN

e Do not keep the bank card and the PIN together. Never write down the PIN on
the bank card or on anything usually kept with or near it

e Do not allow anyone else to use your bank card and PIN

e Call our 24-hour Bank By Phone at (852)277 95533 or notify any of our branches
immediately if your bank card is retained by ATM, lost or stolen

Keep your PIN safe

<PIN code e Change your PIN immediately when using your bank card for the first time and

with destroy the PIN letter

safeguard> | e Do not use easily accessible personal information such as birthday, telephone
number or recognizable part of your name for selecting password

e Do not use your bank card PIN for any other cards, internet banking accounts,
online memberships or internet services

e Change your PIN regularly

e Do not write down or record the PIN without disguising it

e Do not disclose your card PIN to anyone else, including our staff

When you are using your card at ATM

<icon based | e Cover the keypad when entering the PIN
on the e Ifthe keypad cover (refer to below) is removed or damaged, stop the transaction

contentin and notify the Bank immediately
right>
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If there is any suspicious device (e.g. Pinhole Camera, Skimming Device) or
damage on card insert slot, cancel the transaction immediately and contact the
Bank if you have any inquiry

Do not accept any assistance from strangers

After use, before leaving the ATM

<icon based
on the
content in
right>

Remember to take out your bank card from ATM after every transaction

Count the banknotes immediately after each cash withdrawal. Do not take away
any banknotes at the cash dispenser or bank card at the card insertion slot left
behind by someone else. Let the banknotes or bank card return to the ATM
automatically

Other Notices

<icon of
Reminder>

If you intend to withdraw cash from overseas ATMs, check with our bank
whether your intended overseas destination can support cash withdrawal using
your bank card. You should also activate the overseas bank cash withdrawal
function in advance and set a prudent overseas ATM cash withdrawal limit and
an activation period

Check the transaction records provided by our bank in a timely manner. Inform
our bank immediately if you lose your bank card, or in case of any suspicious
transactions or situations. Banks will not ask for any sensitive personal
information (including passwords) through phone calls or emails




e Call our 24-hour Bank By Phone at (852)277 95533 immediately or notify any of
our branches during office hours if your bank card is retained by ATM, lost or
stolen

Other related information

e Tolearn more about the e-leaflet of "Major safety tips on using ATMs" published by Hong Kong
Monetary Authority, please click here.

e Tolearn more about the publications published by The Hong Kong Association of Banks, please

click here.

<caution >

Please kindly note that, you will be liable for all losses if you do not act according to
the security tips above and/or you have acted with negligence or fraudulently or
have failed to inform us as soon as reasonably practicable after having found that
the card has been lost or stolen.

For your protection, please refer to our security advice from time to time.
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